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HPOOPUJIAKTUKA INTPECTYIUVIEHUU, CBA3AHHBIX C
HEITPABOMEPHBIM 3ABJIAIEHUEM PEKBU3UTAMMU
IHJTACTUKOBBIX BAHKOBCKHUX KAPT U XUIINIEHUEM
CPEICTB C KAPT-CHETOB I'PAK/IAH, A TAK/KE B COEPE
BBICOKHUX TEXHOJIOI'MU

Mamepuan noocomosnen ynpasienuem Cneocmeennozo komumema Pecnyonuku bBenapycoy no
I'poonencroii obnacmu

Ha cerognsmauii neHp 6opb0a ¢ KUOEPIPECTYIMHOCThIO — OJHO W3
IIPUOPUTETHBIX HANPABICHUN B JEATEIBHOCTU BCEH NPABOOXPAHUTEIBHOU
cucteMbl Pecniyonuku benapych u CeicTBEHHOTO KOMUTETA B YACTHOCTH.

AKTyalbHOCTh ~ 3TOro  OOYyCIIOBJIEHa  3HAYUTEJIbHBIM  YHUCIOM
NPECTYIUICHUH, COBEPIIAEMBIX C  HCIOJb30BAaHUEM HH(POPMAIIMOHHO-
KOMMYHUKAIIMOHHBIX TexHosorui (nainee — MKT), o KOTOpbIX COCTaBIISIET
TPETh OT OOILEro 4ucia BCEX 3aperuCTPUPOBAHHBIX YTOJIOBHO-HAKa3yeMbIX
JICSTHUM.

[Tomasnsronryro 4acThb MPECTYIUICHUN, COBEPILIECHHBIX v
ucnonp3oBanneM MKT, coCTaBISIIOT XHILIEHUS IEHEXKHBIX CPEICTB C KapT-
CUETOB I'paxkJaH MyTEM 3aBJaJCHUS PEKBU3UTAMU OAaHKOBCKUX IJIACTUKOBBIX
KapT.

B I'pognenckoii o0nacTu Takue JesaHHUS (PUKCUPYIOTCA €KETHEBHO,
HEpeaKo 3a CyTKu 0osee 10 Takux XUICHUH.

IloreprieBmmMu  OT HHMX SBJISIIOTCS  BCE CJIOM  HACEIICHUSA —
npenojaBaTeNd, CTYIEHTbl, MEIUIUHCKUE PAOOTHUKH, [EHCUOHEPHI,
0e3paboTHbIE, JHUIA, HAXOMAIIMECS B OTIYCKE MO yXOAy 3a peOEHKOM B
BO3pacTte 10 3-X JIeT, a TaKkKe paOOTHUKHU PA3NMYHBIX OpraHU3alMil U
IPEANPUATHN.

Bce vaiie uMEIOT MECTO Cilydan 3aBJIaICHUSI KPYITHBIMH CYMMaMH.

[IpyuuHbI U yCIOBUS, CIOCOOCTBYIOIIME COBEPILEHUIO MPECTYIIICHUH,
KaK MpaBWiIO OECIEYHOCTh CaMUX MOJIb30BaTeNel, a UMEHHO JAepxaTesel
OAHKOBCKMX KapT, WX MW3JMIIHAS JOBEPUYMBOCTb, HEOCMOTPHUTEIIBHOCTb,
HEOCBEJOMJICHHOCTh O CIIOCO0AX 3alllUThl U KOMIIPOMETALWU IJIATEXKHBIX
PEKBU3UTOB.

YTo0BHO-HaKa3yEMbIE NESHUS Ha3BaHHOMU KAaTeropuu
XapaKTEpU3yIOTCSI BBICOKOW CTENEHBIO JIATEHTHOCTH, W, KAaK CJIEICTBHE,
KpanHe HU3KOW PaCKPbIBAEMOCTBIO.

IIpakTka pacciegoBaHHsl YTOJOBHBIX JE€1 O TAaKUX HPECTYIUIEHUSAX
IIOKA3bIBAET, YTO HX JIETYe IPEAOTBPATUTb, YEM PACKPBITh M HAWTH
BHUHOBHOTO.



Ha texymmuit MomeHT Ha Tepputopun PecmyOnuku benapyce u
['poaHeHCKO 00J1aCTH B YACTHOCTH MOKHO BBIJIETUTH CIEAYIOIINE Hanbosee
pacrpoCTpaHEHHbIE CIIOCOOBI M CXEMbI XUIIIEHUH ¢ ucnoib3oBanuem UKT:

1. 3aBnaseHue NEHEKHBIMU CPEACTBAMH MO NPEAJOroM NPOAAKA
TOBAPOB B COLIMAJIBHBIX CETSAX M uepe3 MecceHmkepbl. Hambonee yacto B
nocyeiHee BpeMsi — B colMalibHOU cetu «MHcTarpamy. 310yMBIILIEHHUKA
co3fatoT (eHKOBBIE AKKAyHThl MO MPOAAXKE OJEKIbI, 00YBH, MPEAMETOB
MeOen U HHTEpbepa, HAMOJNHIIT UX TEMAaTHYECKUX KOHTEHTOM U3
CBOOOJIHBIX HMCTOYHUKOB ceTu MHTepHer ¢ (¢dororpadusimu  sKOObI
peann3yemMoro ToBapa, pSAAOM IOJOKUTEIbHBIX OT3bIBOB, U C JOCTYIHBIMU
IICHAMU HUXK€ PBIHOYHBIX, BCTYMAIOT B TMEPENUCKY B Pa3IUYHBIX
MECCEHKepax, Mpeuiaras BHECTH 3a TOBap MpPeAoIiaTy MO0 aBaHC MyTeEM
nepevrciieHust Ha 0aHKOBCKHM cueT. JIJis momydeHusl IeHEKHBIX CPEJICTB MPHU
ATOM, KaK MPaBUJIO, UCIIOIB3YIOTCS OAHKOBCKHE KapT-cueTa MOACTaBHBIX JIUII
(«IporoBy, KaKk OCBEJIOMIICHHBIX, TaK M HET), COTJACUBIIUXCA 0QOPMUTH Ha
CBOE WMs OaHKOBCKYIO KapTy, MepefaB ee Ju00 ayTeHTU(PUKAIIMOHHbBIC
JaHHble (JIOTMH W TMapojib CUCTEMbl JUCTAHUHUOHHOTO OaHKOBCKOI'O
obocnyxuBanus (nanee — C/ABO)) mis goctyna k cuery. Jlanee npoucxoasr
NEepPEeBOAbl JICHE)KHBIX CPEACTB HA HWHBIE CYETA, HEPEAKO OOHAIMYMBAHUE
«JIporiaMK», WHBIMU HAHSATHIMU 3JIOYMBIIUICHHUKAMU JIUMIIaMH, OOMEH Ha
KPHUIITOBAIIIOTY TOCPEICTBOM OHJalH-cepBucoB nu6o WII — rpaxnas,
MPEAOCTABIAIONINX YKa3aHHBIC YCIYTU MyTeM pa3MelIeHUl OOBSBICHUN B
cetu MHTEpHET.

AHanoruyHbeie OOBSABICHUS O MPOJAXKE TOBapa MOTYT pa3MellaThCs Ha
BeO-caiiTax, B cO00IIeCTBaX WM IyTEM PACCHUIKM B MECCEHIKEPAX, a TAKKE
Ha caiTax apeH/ bl HAIBM>)KMMOCTH TIOJ1 PEJIOTOM BHECEHMSI TPEIOILIAThI 32
apeHly KBapTHUPBI.

2.  @uummHr (ot anrin. fishing - pprOHas 0B, BEIY)KUBAHUE) — OJIUH
U3 BHUJIOB MOIIEHHUYECTBA, LIEJIbI0 KOTOPOTO SBJISIETCSA MOJYYEHUE AOCTYIA K
KoH(puAeHIMaTbHOU HH(DOpPMaIIUK TOJIb30BaTENeH (PEKBU3UTAM O0aHKOBCKHX
IJIATeXKHBIX KapT, JormHam u mapoiisim C/IBO, mMoOmnbpHOro OaHKHWHTA,
HACHOPTHBIM JTaHHBIM U MHBIM JIMYHBIM CBEJCHHUSAM) B IICJIAX MOCIICIYIOIIETO
XUIIEHUS] JCHEKHBIX CPEACTB TIOCPEIACTBOM HCIOJIb30BAHMS JaHHBIX
pekBu3uToB. Hanbosee yacto nanHas npecTynHas cXeMa peaju30BbIBACTCS B
OTHOIIICHUH KJIMEHTOB TOPTOBBIX MHTEPHET-ILIONIANOK (Hampumep, Kufar.by).
BricTynasi B poiau moOKymaresis, 3JI0YMbIIIJIEHHUK HAXOAUT MPOJaBiia ToBapa
¥ BCTyHaeT ¢ HUM B TEpenucky B mecceHmxkepax («Viber», «Telegramy,
«WhatsApp»). OH cooOIIaeT, 4TO TOBAp €ro 3aMHTEPECOBAT U YK€ SKOOBI
COBEPIIMJ MPEIOIUIaTy (3a4acTyr0 BBICBUIAETCS CKPUHLIOT 3JIEKTPOHHOIO
yeka O TIepeurciieHud cpeAcTB). s Toro, 4toObl MOJYYWUTH JIaHHBIE
CpeJICTBa, MPOJABIYY AKOOBI HEOOXOAMMO MPONTH MO THIEPCCHIIKE U BBECTH



naHHble. HeBHUMATENbHBI WHTEPHET-TI0JI30BATEb MOKET U HE 3aMETUTh
MOJMEHBI, TaK KakK MOJ00HBIC CTPAHUIIBI BU3YATbHO CXOXH ¢ 0(hOpMIICHHUEM
caiitoB u3BecTHhIX cepBucoB (Kydap, EPUII, CDEK, bennoura, caiTsl
pa3UYHbIX OAHKOB U JIp.). AJlpec MOJACIbHON BEO-CTPAHUIIBI TAKKE MOXKET
HATIOMHHATH peaIbHBIN (kufardostavka.by, erip-online.cor,
belarusbank24.xyz, cdek-zakaz.info u ap.). Eciu »xepTBa «momaaercs Ha
YAOUKY» M 3aloJHUT (OpMY, COOTBETCTBYIOIIME PEKBU3UTHI JIOCTyMHa K
OAHKOBCKOMY CYETY OKa)XXyTCsl y MpecTynHuKa. Uepe3 cuuMTaHHbIE MUHYTHI
37IOYMBIIIJIEHHUK OCYIIECTBISET TOCTYI K OAHKOBCKOMY CUETY W TEPEBOJIUT
JICHEXKHBIE CPEJICTBA HA KOHTPOJIUPYEMbIEe UM 0AaHKOBCKHE CUETa MOCPEACTBOM
cepucoB nepeBojga («MTbaHk», uHBIE), 3aperucTpupoOBaHHbBIE Ha
MOJICTABHBIX JIUII.

Nmenu mecTo ciaydan co3aHus M UCTIOIB30BaHUS 3J10YMBIIIICHHUKAMU
(UIIMHTOBBIX CAaWTOB, OPUEHTHUPOBAHHBIX IO 3aMpPOCHl TOJIb30BATEICH B
MOMCKOBBIX cucTeMmax. ['paxkgane momamaroT Ha HuX mpsimo u3 Google u
Yandex mocne 3ampocoB THna «bemapycOaHK JUYHBIM  KaOWHETY,
«benarponpoMOaHK UHTEPHET OAHKUHT» U T.JI. Y BUJEB 3HAKOMBIN 3arojJ0BOK
U JIOTOTHUII CaiiTa B BBIJa4e PE3yJIbTATOB MOWCKA M HE yJOCTOBEPUBIINCH B
COOTBETCTBUM ajJpeca caWTa JEHCTBUTEIIBHOMY JIOMEHHOMY HMEHHU
OAHKOBCKOTO yUPEXKICHUS, TTOTSPIICBIIHMI 3allOIHAET OTKPBIBIIYIOCS (HopMy
aBTopu3and. B  pe3ynbrare BBEIEHHbIE JIaHHBIE  OTIPABISAIOTCS
MPECTYIHUKY, a He OaHKy. Jlanee XuleHne JeHer NpOUCXOIUT aHATIOTUYHO C
BBIBOJIOM JICHEKHBIX CPEJCTB HA WHBIE CcUeTa, OOHATMYUBAHHS JTNOO OOMeHa
Ha KPUIITOBAJIOTY.

Taxxe nmpuoOpena MomyasIpPHOCTh MOIIIEHHUYECKAasi CXeMa, CBSI3aHHAasl C
IIPOBEACHUEM SIKOOBI «PEKJIaMHBIX aKIIMii» OT UIMEHHM W3BECTHBIX B bemapycu
TOproBuIx OpaHAOB. [locie mpoxoxaeHwsl ompoca Ha MOIACIBHOM CalTe
(MpakTUYECKH HE OTJIMYMUMOM OT OPUTMHAIBLHOTO) TOJIb30BATENIO IS
MOJIYYeHHUS! BBIMTPHINIA TPEATIArajioch CKadyaTh M yCTAaHOBUTH MOOUIIBHOE
NPWIOXKEHNEe, TPUBS3aB K HEMy OOHYCHYIO M OaHKOBCKyIO KapTy. Ecmm
JKEPTBA BBITIOJIHSUIA 3TO YCJIOBHE - MOIICHHHUKHU TOJTY4Yaldd PEKBU3UTHI IS
XUIICHHS TCHES)KHBIX CPEJICTB.

3. Bummur_(auri. vishing, ot voice phishing) — onun u3 crnoco6os
MOIIICHHUYECTBA C WCIOJIB30BAaHUEM COIMAJLHON WHXEHEPUH, KOTOPBIN
3aKJTFOYACTCS B BBIBEACHUHW 3JIOYMBINIJICHHUKOB JKEPTBBI Ha IKEIACMYIO
MOJICNTb TIOBEACHUS C IIEJIBIO 3aBJIaJCHUS KOHPUACHIIMATRHON nH(OpMaIuu
JUTST  TIOCIIEAYIOMIEro XWINEHUs cpefactB. Kak mpaBwio, NpeCcTymHUKA
MAaCKHPYIOTCSI B MECCEHJ[KEpax IMOJ JIOTOTUIIOM y3HABAEMBIX OEIOPYCCKUX
0aHKOB, BBOAS B 3a0NyXIEHWE TMOTEHIHUATBHBIX KepTB. OT HMEHHU
OaHKOBCKOTO COTPYJAHUKA WJIH TPEACTaBUTEIS IPABOOXPAHUTEIBHBIX
OpPraHOB  3JIOYMBIIIJICHHUKHA  COOOINAIOT  KEPTBE, YTO HEOOXOIUMO
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OCYUIECTBUTh Kakue-110o JNeUCTBUS ¢ OaHKOBCKOW MIIATEKHOM KapTOMW, Tak
KaK KTO-TO JIUOO MBITACTCS MOXUTUTh C HEE JECHEXKHbIE CPEACTBA, JHOO
oopMIISIET KPEIUT, JIMOO MPOU3BOJIUT IMOJO3PUTEIIBHYIO OIUIATY. 3aBJaJEB
pPEKBU3UTAMU OAHKOBCKOW IUIATEXKHOM KapThl, MPECTYIMHUKHA OCYILECTBIISIOT
XHUIIEHUE JIEHEKHBIX CpPEeICTB C OAaHKOBCKOrO cuyeTra moTrepreBiiero. B
nocyielHee BpeMs HamOoJiee aKkTyallbHas cXema — MOOYKIEHHE >KEPTBBI
OTKPBITh KPEIUT. 3JOYMBIILUIEHHUKH COOOIIAIOT KEPTBE O TOM, YTO SKOOBI
KTO-TO IIOCTOPOHHUM IBITAETCS OTKPBITH KPEAUT HA €€ UMsA, U IS €ro
JICaKTUBAIIUM HEOOXOJMMO CaMOCTOSITENIbHO OOpaTUThCS B OAHK U OTKPHITH
KPEAUT, IIEPECIIaB BIOCIEACTBUN PEKBU3UTHI CUETA.

AHaJOTMYHO aKTyajbHAa CXE€Ma 3aBJIAJCHHS JICHEKHBIMU CPEACTBAMHU
nocpeAacTtBoM HHCUEHUpPOoBKU JTII mo BuHE OIM3KUX WM POACTBEHHUKOB,
KOTJIa TIOXKUJIBIX JIFOJIEN BBIHYKJAIOT IMEPENaTh KPYIIHbIE CYyMMBbI JI€HEKHBIX
CPEICTB [JIsi BO3MEIIEHHUS yiiepOa, MO MPEeAIOrOM OCBOOOXKIEHUS OT
YIOJIOBHOM OTBETCTBEHHOCTHU M T.II., IPU KOTOPOM TAKKE B KAKOW-TO YACTH
ucnoisb3yroresa UKT.

4. BpIMOrareJbCTBO WIM IIaHTaX. B psage  ciydasx
3JIOYMBIIUJICHHUKA ~ MOTYT  yIpOXaThb  pa3MIalllEeHUEM  Pa3jInYHbIX
KOMITPOMETUPYIOIINX CBEACHUM C IIETbIO0 BEIMOraTelibCcTBa. COUAIBHBIE CETH
— 3TO KJIajJe3b IMepCOHabHOW uHpopMaluu O 4esoBeke. [lomyuus
HECAHKIIMOHMPOBAHHBIM JIOCTYNl K CTpaHULlAM B COLHAIBHBIX CETHX,
MEPENUCKE DJIEKTPOHHBIX MOYTOBBIX SIMIMKOB U OOJAYHBIM aKKayHTaM U
3aBJIaJICB M300pAKCHUSIMH, HE TMpEeAHa3HAYCHHBIMU I IyOJIWYHOTO
MPOCMOTpPA, MPECTYMHUKH BCTYMAIOT B MEPEMUCKY C MOTEPIEBUIUMU, TPEOys
pa3HbIE ICHEXKHbBIE CYMMBbI M YIpOXKasi B CJIy4ae OTKa3a pacpOCTPAHUTh UX B
cetu IHTepHET. AHAIOTMYHO «HA YI0UYKY» NPECTYIHUKOB MOMAJat0TCs JIUIIA,
BCTYNAIOIIME B TMEPENUCKY C pa3JWYHBIMU TOJB30BATEISIMA HA CalTe
3HAKOMCTB (9POTHYECKOTO U TOPHOKOHTEHTA), KOT1a OOIIEHUE MPOI0TKACTCS
B (hopmaTe BUIIEOCBSA3U U 3JOYMBIIIUICHHUK BBIHYKIACT «KEPTBY» MOKA3aTh
OOHa)XEHHBIE YaCTH Tejla, B JaibHEHIIeM TpeOys MmepeBojia JACHEKHBIX
CPEIICTB TOJ] aHAJOTUYHON YTrpo30il pacrpocTpaneHus ¢otorpaduili WUIu
BHUJICO3AMUCH, B TOM YHUCJIC YKa3bIBas MOTEPIECBIIEMY KOHTAKTHI 3HAKOMBIX U3
COIUAJILHOM CETH.

5.  CpoOoaHblii gocTyn Kk O0aHKOBCKOM kapte. B psme ciydaes
MPUYUHON XHUIIEHUM ¢ OAHKOBCKUX CUETOB CTAaHOBATCS HE XUTPHIC CXEMBbI
MOIIEHHHUKOB, a OaHaJIbHasl yTeps KapThl, OCTABICHHE €€ B JIETKOJOCTYITHOM
MECTE WJIM Tepeaadya UHBIM JINIAM I OCYILECTBICHUS PA30BbIX IJIATEKEM.
Pa3HOBUAHOCTRIO  MOJOOHOTO  JITKOMBICTHSI  SIBJISIETCS ~ XpaHEHHUE
dboTon3obpakeHnii 6AHKOBCKUX KapT WJIU TUIATEKHBIX PEKBU3UTOB B MaMSITH
MOOMIBHOTO TejiedoHa, B TIIOYTOBOM aKKayHTE WM JIUCTAaHIIMOHHOM
obOslauHoM XpaHwiuiie. [Ipy HeCaHKIIMOHUPOBAHHOM JOCTYIE K TaKOMY



XpaHWIKIY TPECTYNMHUK TMOJy4aeT OeCHpemnsiTCTBEHHBI JOCTYyNl K
OaHKOBCKOMY CYETy e€ro Biajenbiia. Puck ocrtarbest 0e3 3apaboTaHHBIX
JICHEKHBIX CPEACTB TaKke yBenuyusaeT xpaneHue PIN-kona psaaoM ¢ kapTou
(Hanpumep, 3alUCAHHBIM Ha OYMaKKe B KOIIIEJIbKE UJIM HAa cCaMOil OaHKOBCKOM
KapTe).

6. BEC-aTaku (koMnpoMeTaius 1eJI0BOii 3JIeKTPOHHOI MepenucKu)
C LeJbH XHWIIEHHUS JAEHEKHbIX CPeACTB MNpPeINpUATH ¢ MOIAMEHOMH
PEKBU3UTOB 0AHKOBCKHX CYETOB KOHTPAreHTA.

Crnoco0 coBepuieHUsT paccMaTPUBAEMOIO0 BHJIa MOIIEHHUYECTBA
3aKJIIOYAETCS B MIOAMEHE PEKBU3UTOB OAHKOBCKHMX CUETOB 3apyOeikHBIX
koHTpareHToB (Ilonpma, Mramus, JlutBa u np.) mpu omuiare 3a MOCTABKY
TOBapOB.

Tak, mocie corjacoBaHHsl CYIIECTBEHHBIX YCJIOBHM KOHTPAaKTa
C 3apyOeKHBIM MapTHEPOM, a B OTACIBHBIX CIy4asX U €ro MOJAMUCAHUS
Ha DJIEKTPOHHYIO TIOYTYy OpraHu3auudl (IpeAnpusiThs) MOPECTyNHUKAMHU
HaIpaBJsieTCd COOOIICHUE $SKOOBI OT WMEHU COTPYAHHKA HHOCTPAHHOTO
KOHTpareHta 00 W3MEHEHUM PEKBU3UTOB OaHKa U HEOO0XOJUMOCTHU
MEPEYUCIICHUSI JCHEKHBIX CPEJICTB HA HOBBIM CYET (Harmpumep, mo mpuyuHam
yIjlaThl 3HAQYUTEIBHOIO Hajora B paHee oOOCIyXuBarolleM OaHKe,
MPEBBIIICHUS JIUIMUTA Ha CYETY, MPOBEJCHUS B OTHOIICHUH MPEAIPUSATHUS
roCyJIJapCTBEHHOTO AYIUTA).

IIpy »3TOM aapec DIEKTPOHHOM MOYTHI MOLICHHUKOB HMEET
3HAYNUTEIBHOE CXOJICTBO C PEAIBHBIM, YTO YAaCTO OCTAETCS HE3aMEUYEHHBIM
(marmpumep, Sales.bianchi@gmail.com Bmecto sales@bianchi.com), a B
OTJIETIbHBIX CIy4YasiX SIBIASETCS MACHTUYHBIM. OCOOCHHOCTBIO TaKKe ABIISIETCS
TO, UTO B COJAEP>KAHUM NEPBOHAYAILHO HAIMPABISEMbIX MUCEM OTCYTCTBYIOT
KaKue-n1u00 BIIOKEHUS, TUNEPCCHUIKH, B CBSI3W C YE€M OHHM HE BbI3BIBAIOT
NOJO3PEHHUSI Yy COTPYAHMKOB OpraHM3aldd M  HE  ONPENEISIOTCS
AHTUBUPYCHBIM  TPOTPAMMHBIM  OOECIEYeHHEM B  KaueCTBE  yIPO3bI
oesomacHoctu.  Ilocienyromass — mepemucka YK€  OCYUIECTBIISIETCS
C KHOEpIPECTYIMTHUKAMHU.

Peamusamusa nogoOHOW CXEMBI XUIIEHHASA BO3MOXKHA C ITOMOILBIO
MOJIyYeHUS! HECAaHKIIMOHUPOBAHHOTO JIOCTYMA K 3JIEKTPOHHOM MOYTe OJHOMU
U3 CTOPOH CHENKH (MOCPEICTBOM JIEUCTBUS BPEJOHOCHOW MPOrPAMMBI,
¢bummHra, noxdopa mnaposs). IlomyyuB moCcTynm K 3JIEKTPOHHOW MOYTE
CyObeKTa XO3SHUCTBOBaHUS, MPECTYIMHUKHU pacroyiaraloT uHpopmaimeit o
peaAMETe, YCIOBHSX JOOTOBOpa MU MOTYT BECTHM NEPENHUCKY, HE BbI3bIBas
nono3peHus. I[loatomy B ciydae HEOOXOAMMOCTH HWMH HANpPaBISIOTCS
JNOTIOJIHUTEIbHOE  COIVIAIIEHHWE, WHBOMC, OJHAKO C  HU3MEHEHHBIMHU
pPEKBU3UTAMU 0AHKOBCKOTO CUETa U KOHTAKTHBIMU JIAHHBIMH TIPEACTaBUTEIICH
(GbUpMBI TTyTEM UX HAJIOXKEHUS Ha MOATOTOBJICHHBIE paHEE U COXPAHEHHBIC B




cooOmIeHusIX AOKyMeHThl. [lpm 3TOM mHMCbMa peambHOro KOHTpareHTa
BCJICACTBUE HU3MEHEHUSI HACTPOEK DJIEKTPOHHOM MOYThl aBTOMATHYECKHU
NOMEYAIOTCS KaK MPOYUTAHHBIE U IIEPEapeECOBBIBAIOTCA B TAaNKy «Criam» Uiu
«Kop3unay.

YtoObl HE cCcTaTh JKEPTBOM KHUOEPIPECTYITHHUKOB HEOOXOIUMO
NPUACP>KUBATHCS CIEAYIOMIUX TPaBUIL:

- HUKOT/Ia, HUKOMY M HHM TPH KaKUX OOCTOSITENHCTBAX HE COOOIIATH
PEKBU3UTHI CBOMX OAHKOBCKHUX CUYETOB U OAHKOBCKHMX KapT, B TOM YHCIIC
JUIaM, NPeICTaBUBIIMMCS COTPYAHUKAMHU OaHKa WM IPaBOOXPaHUTEIbHBIX
OpraHoB;

- HE CIeAyeT cooOlaTh B TeJe(OHHBIX pa3roBOpax U MpU OOLIEHUHU B
COIICETSAX TOJIHBIA HOMEp KapTO4yku, cpok ee neuctBus, kox CVC/CVV
(HaxopsmIMecss Ha OOpaTHOW CTOPOHE KapThl), JJOTUH U MapoJib K UHTEPHET-
OaHKHWHTY, TACIIOPTHBIC JaHHBIC, KOJ0BOE CJIOBO (mudpoBor koja) u3 SMS-
COOOIICHUI;

- B Clly4ae MOCTYIUIEHUS 3BOHKA «OT COTPYJHHUKA OaHKa» HEOOXOAMMO
YTOUHHUTH €ro (paMujInio, HoMep TesiepoHa, Mocie Yero 3aBepIIuTh Pa3roBop
Y CaMUM TO3BOHUTH B OaHK WM B KPYTJIOCYTOUHYIO CITYK0y cepBUCa, HOMEp
KOTOpOW HalKMcaH Ha OOOPOTHOW CTOPOHE IUIATEKHOW KapThl, COOOUIUTH O
ciayuuBLeMcsa. Ckopee BCero, HIKaKux HECaHKIIMOHUPOBAHHBIX Olepaluii He
OBLIO, U HUKTO M3 OaHKa HE 3BOHMII;

- B TOM CJly4ae, €CJId C UCIIOJIb30BaHWEM Baiero cuera u mpasaa KTo-
TO OyJIeT MBITAThCS COBEPUINTH HECAHKIIMOHUPOBAHHbBIE ONEepaliui U OaHK 3TO
3aMETUT, TO €ro COTPYJAHHUKH CIepBa HWHULMATUBHO 3a0JIOKUPYIOT
OAHKOBCKYIO IJIATEKHYIO KapTy, 3aTeM cooOmar Bam npuunHy OpUHSITOrO
penieHus (HU4ero He YTOUHSs) U IPUTJIACAT MOCETUTh OaHK C MacropToOM s
NOJIyYeHUS! HAJIMYHBIX JIEHEXKHBIX CPEACTB M HAIMMCAaHMS 3asiBICHUA Ha
MIEPEBBIMYCK KaPTHI;

- HU B KOEM CcCllyuyae HE€ MpPeIOCTaBJSITh JOCTYN K MOOUIBHOMY
YCTPOUCTBY MOCTOPOHHUM JuIlaM. Hukoraa He ycTaHaBIMBaTh MO Mpock0amM
HE3HAKOMBIX JIMI] TPOTPAMMBbl YIAJICHHOTO OCTyMa, TaKue, HampuMmep, Kaxk
«AnyDesk», «TeamViewer» u np. He cooOmarh HE3HAKOMBIM JIUIIAM
CEaHCOBBbIE KOJbl. Uepe3 3TH NPUIOKEHUS MOILICHHUKH MOTYT TOJYYUTh
JOCTYIl K MOOWJIBHOMY NPUIIOKEHUI0 HWHTEpHET OaHKMHTra Ha Bainem
YCTPOWCTBE M COBEPIIUTH XMILEHUE JIEHEKHBbIX cpenctB. Creayer 3HATH:
COTPYIHUKH OaHKOB HHMKOTJAa HE HCHOJB3YIOT ISl CBS3M C KIMEHTaMHU
mecceHmkepsl («Vibery, «Telegramy, « WhatsApp»);

- B HACTOSIIIEE BPEMS IIPOCTO HEOOXOIUMO HATMYKUE BTOPON OAHKOBCKOM
IUTATEXKHOW KapThl, HE NPUBSI3aHHON K OCHOBHOMY OaHKOBCKOMY CUETY
(Hanpumep, 3apIUIaTHOMY). DTON KapTO#l CleAayeT pacCUUTHIBATHCA B CETH
WuTepHeT, 3apaHee MOMOJHSAA €€ Ha HEOOX0IUMYI0 cyMMy. B TakoMm ciyuae



Bbl cMoxkeTe 06e301acuTh CBOM OCHOBHOM OaHKOBCKHI cueT. MHorue 0aHku
MpEJIaraloT CBOMM KIMEHTAM YCIYTY BBINYCKA «BUPTYaJIbHOM KapPThD».
[Iponiecc ee OTKpbITUSA HE TpeOyeT TMOCEHIeHUs KIMEHTOM OaHKa H
MpPEJICTaBISIET COOOM JOCTATOYHO OBICTpHIM mpouecc. B utore Bel cTanere
oOnagaTeneM OJJIEKTPOHHOTO aHajgora OaHKOBCKOW KapThl, IMOCPEIACTBOM
KOTOPOW CMOJKETE PacCUMTHIBATHCS 3a YCIyru B ceTu MHTepHeT 0e3 pucka
CKOMIIPOMETHUPOBATh OCHOBHOM OaHKOBCKHI cueT. [Ipocto mepen oriaroi
CJIEYeT MOIMOJHUTH €€ HE0OXOIMMOM CYMMOM C OCHOBHOM KapThI;

- KaXJbli Bllajiesiel] 0AHKOBCKUX IUIATEKHBIX KApT MOXKET HACTPOUTH
COOCTBEHHBIM alNTOpPUTM O€30MACHOCTH TMPU HX HCMOJIb30BaHUM. [J[7s
oOecriedyeHUsT COXPAHHOCTH JICHEXKHBIX CPEJICTB, pPa3MEIICHHBIX Ha
OaHKOBCKHMX CUETaX, KaXKJbIHd JepxaTellb KapTOYKU MOCPEACTBOM CHUCTEM
JUCTAHIIMOHHOTO  OAaHKOBCKOTO  OOCTY>KMBaHUSI  MOXET  YCTaHOBHUTH
WHIUBUIyaIbHbIE OTpaHuueHus (MUMUTHI/3anpeTsl). Cpeaum OCHOBHBIX —
clenymomme: TnoakirdeHue  TexHoiorunm  3D-Secure  (oOs3arenbHOE
MIOATBEPKIACHUE ONEPALUM, COBEPUIAEMBIX JCPKATEISIMA KapTOYEK C
NPUMEHEHUEM HUX PEKBU3UTOB B ceTH VHTEpHET); yCTaHOBJIECHHE OaHKOM-
SMHUTEHTOM  OrPaHUYEHUE HA TMPOBEIACHHE  PACXOJHBIX  OMNEpalun
(MakcuMajbHas CyMMa U KOJIMYECTBO OIEpalldii B OINpPEEICHHBIA MEePHOT
BPEMEHH); BO3MOXKHOCTh CAMOCTOSATENIbHO YCTaHABJIMBATH OTPAaHUYCHUS (HA
IPOBEACHUE oOnepauui B ceTu MHTEepHET, Ha COBEPIICHHUE OINEpanuid B
KOHKPETHOM CTpPaHEe, Ha COBEPILECHUE OT/ACIbHBIX BUIOB ONEpAIUii);

- qnus  J0CTylma K CHCTeMaM JHCTAaHIIMOHHOTO OaHKOBCKOTO
oocnyxuBanus (CBO) m nuuHBIM akkayHTaM HEOOXOAMMO HCIOJIb30BaTh
CJIOKHBIE TTAPOJIH, UCKITFOYAIOIIINE BO3MOXKHOCTh UX MoJi00pa. Pekomenayercs
COCTAaBJISITh KOMOMHALIMY TTapoJiel He MeHee ueM U3 12 3HakoB (uudpbl, OyKBbI
¥ CUMBOJIBI B pa3HOM peructpe). CineayeT co3aaBarh YHUKAIbHbIE TapOJId JJIsI
KaXIOro cepBuca B OTAEIbHOCTH. CTOUT BO3AEPKATbCA OT NaApOJIEH,
COCTaBJICHHBIX M3 JIaT POXKACHUS, UMEH, (PaMWINNA — TO €CTh T€X, KOTOpPbhIE
JIETKO BBIYMCIUTH U3 00IIEIOCTYTHBIX UICTOYHUKOB MH(GOPMAITUH (Hampumep,
TEX K€ COLMaIbHBIX cerei). Takxke ciemyer peryiasipHo MEHSITh NapoJiv, YeM
gane — TeM Jydme. [loap3ydTech TONBKO MNPOBEPEHHBIM MEHEIKEPOM
apoJiei;

- MpU TIOCTYIUICHUU B COIUAIBHBIX CETAX COOOIIECHUH OT JIUII,
COCTOSIIIIUX B KATErOpUM «JIPYy3bsi», C MPOCbOAMU O TMPEaOCTaBICHUU
PEKBU3UTOB OAaHKOBCKUX IUIATEKHBIX KapTOUEK — HE CIEAyeT cpa3y ke
OTBEUYaTh Ha IMOJ00HBIE cooOIeHus. Hepeako Takre nmpochObl pacchuIatoTCs
OT UMEHU APYy3€H MPECTYNMHUKAMH, B3JIOMABIIMMHU AKKAYHT B COLUAIBHOU
CETH W TOJYYUBIIUMHU JOCTYI K KOH(pUISHIIUATBLHON mepenucke. [loaTtomy
CHayajga HEeOOXOJMMO CBS3aThCS C ATUM YEJIIOBEKOM (IO TesiepoHy, JIMUYHO
BCTPETUTHCS) U YTOUHUTH, AECHCTBUTEILHO JIM OH HYXKJA€TCsI B TIOMOIIIH;



- ISl TOTO, YTOOBI HE CTaTh >KEPTBOM MOILIEHHUKA, TO3BOHUBILIETO 110
TeneOoHy U COOOIIMBILIETO O MMONaJaHuu B O€y pOACTBEHHUKA, HEOOXOIUMO
HEMEJJIEHHO IPEKPATUTh TeNe()OHHBIN Pa3roBOp. ITUM NPECTYIMHUK JTUIIUTCS
BO3MOKHOCTH  HCIIOJb30BATh CBOM  IICUXOJIOTMYECKUE TPUEMBl IS
Bo3aeiicTBus. Ilocie 3toro ciaenyer nepe3sBOHUTH OJIM3KOMY YEIOBEKY U
JUYHO YTOYHHUTH Yy HEro, 4TO MPOM301UI0. EcCii 3BOHUBIINK yBEpsSET, 4TO
POJCTBEHHUK HAXOJAUTCS B MWIMIMU WM C €r0 Y4acTHEM HPOBOIATCSA
CJIEJICTBEHHBIE JCHCTBUS, HEOOXOAMMO TO3BOHUTH B JIEKYPHYIO YaCTh OpraHa
BHYTPEHHUX JI€J1 WK 110 HoMepy 102, 1 BBIICHUTB IPaBIUBOCTH €0 CJIOB;

- B LEISIX 3alllUThl YCTPOMCTB HEOOXOAUMO HCIOJIb30BaTh
JULEH3UOHHOE  IPOrpaMMHOE  OOECleueHue, peryasipHo  OOHOBJIATH
IpPOrpaMMHOE OOECIEYEeHHE U  OINEPAlMOHHYI0 CHUCTEM. Y CTaHOBUTH
AHTUBHPYCHYIO MpPOrpaMMmy CJEAYeT HE TOJbKO Ha IEPCOHAIBHBIN
KOMIIBIOTEpP, HO U Ha CMapT(OH, MJIAHIIET U PETYJISIPHO OOHOBIIATH €€.



